®  Configuration +
update support

B Web interface for
information + status
of all devices

®  Monthly reports

®  Changes to service at
no additional charge
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MAXIMIZE BUSINESS.
MINIMIZE RISK.

nght Owl uniFiIED THREAT

MANAGEMENT (UTM)

Others have a firewall. We have a fire fortress.

New threats emerge daily and are often unpredictable, which is why
Night Owl UTM is the ultimate security solution. Delivering the
highest protection possible from both external and internal threats,
our managed UTM provides ultimate scalability and performance for
growing networks. Why have traditional firewalls when you can have
a multi-layer security fortress? We manage your security like it’s our
own so you can focus on what you do best— running your business.

What is Night Owl UTM?

This service includes monthly reporting, ongoing upgrades to the
UTM system, ongoing event enhancement and configuration, and
report maintenance. Our security appliances integrate firewall,
gateway anti-virus, anti-spyware, content filtering and intrusion
prevention to deliver intelligent, real-time network security

protection.

BENEFITS:

=  Decrease risk to critical
systems

= Predictable costs for
budgeting

= Certified experts in all
aspects of IT security

=  Proven, documented
escalation procedures

= High performance deep
packet inspection

We do the
configuration,
monitoring and
maintenance

Hardware replacement
in case of failure

Knowledgeable
configuration of the
device from the start

Less worry about
licensing and
maintenance

Free updates and
upgrades
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TECHNICAL SPECIFICATIONS:

= Full Application Layer 7 inspection

= Stateful Packet Inspection firewall

= Unlimited file size protection

= Qver 50 protocols scanned

= |CSA firewall certified/EAL 4+ certified

= Gateway anti-virus, anti-spyware, and intrusion prevention
= Enforced client anti-virus & anti-spyware

= Content and URL filtering

= Anti-spam (RBL Filtering)

= Six interfaces for multiple networks

= Syslog, bandwidth, and attack reporting

Security Patches

Policies and Procedures Strong Passwords
User Awareness Training Screen Locking
Security Procedures Anti-Virus Software
Internal Compliance Audits Encrypted File Systems
Network Intrusion Prevention J Security Patches
Access Control Lists Strong Passwords
Application Layer Proxies Employees Mobile Screen Locking
Gateway Antivirus Anti-Virus Software
Gateway Antispyware Computers
Content Filtering
Activity Logging
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Night Owl Q

Unified Threat Management End-User
Workstations

Access Controls
Host Hardening Vfdeo Surveillance
Security Patches Visitor Badges

Anti-Virus Software
Strong Passwords
Data Backups
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